ok is where users create, share, and discover short videos. The app fectures
@ For You' feed, which uses an algorithms to suggest content. It also supports
live streaming and direct messoging. While TikTok has content moderation

policies, users can easily encounter dangerous viral challenges, incppropriote
videos, including viclence, profaniy, secusl content, or drug use. Its direct
2 function allows strangers to make contoct even with private occounts.

Sepchat s @ messaging app known for diseppearing photes and videos.
cllows users 1o send disappearing Messoges, COnmect with strangers and share
their location. Snapchat’s features attroct online predators, making it easier for

them to greom children without Leaving an cbvious digital trail. Features Like
privete Snaps, video colls, and the ability to delete chet history further obscure

Kick is a Uive streaming platform similar to Twitch and YouTube Live, allowing
users to broadcast themdelves playing games or chatting. However, its odvised
for users 18 and older dus to controvernsies around gamdling promotions end
mature content. Kick offers a favourable revenue sharing model for streamers
but has foced criticism for foclitating gambling-related sponscrships. Users
experience expasure to mature content and gambling activities.

TOR, which stands for “The Onicn Router,” is a free softwan/app that encbles
SROMMOoUs communication on the intemet. While Tor Rself is o tool designed o)
enhance online privacy end security, it is important to be aware of the potentiol
risks and dangers assodated with the dark web, which is accessible through Ter

or other similer networks Tor aims to provide protection for ordinary pecple

comwersations, posing a risk 0 younger users.

MestMe includes video chatting, messaging and streaming. There are 100+
million users on this platfoem. On MeetMe you can video chat with pecple
mearty and all around the world. MestMe says you can “Strike up @ e or

chat with somecns Local who shares your interests. Or you can broodoast
yourself out to the world and have the people come to you by streaming on
Uve." Many reports of inappropriate content such as sex, violence & self-harm.

Steam is @ leading entertaiament platform where users can play, discover, and
ven crecte games. The bullt-ia chat function allows gamers to connect and
collaborate in recl -time. While some games may contain mature content,
Steam provides parental controls to help manoge access. Live content and
community interactions can be dynamic and ungredictable. Ads and game -
reloted promotions May appedr 50 privacy settings are a must!

Wink gllows users to explore dates, hockups, friendships, FWE [friends with
benefits), and chats on Wink—but be coutious. Wink is designed for adults
seeking various relationships, including casual encounters. ITs important to
thet this cpp s not sultable for childeen due o its odult -oriented content and
potentiol risks cssodiated with meeting strangers caline. Parents and caregivers
should ensure thet minors are not using platforms Like Wisk.

MestMe promotes interaction with strangers, o significant risk for teens whe
may not have the maturity or judgment to safely navigate these connections
who might be predators or and scammars. Ascmymous interactions con leod to
(offensive or Inappropriote messages. In MestMe Live uwsers broadcast themaelves
and interact with others in real time. MestMe uses Location-based matching,
conmecting pecple based on prodmiy in & Tinder-lke swipe fecture.

Telegram s designed cround secrecy and encryption, allowing users to send

massoges, photas, videos, and documents securely to comtocts. All
communications, including voice calls, ane end-to-end encrypted. Children are
now using Telagram to Buy drugs Uke ketaming, receiving them directly ot their
front doors. This trend highlights serious concens adbout underage access to
ilick substances fodlitated by such platforms.

Monkey is @ sodal media platform designed for users to connect and have fun
through video chat. The app cllows users o engoge in Uve video conversations
with strangers or friends, focusing on sodal interaction. Users can however
encounter odult content without warning and connect with strangers. The app
offers Little control over who users conmect with, increasing the risk of
harassment and explotation.

Wiz is o sodiel retworking app that dllows users o swipe end chat with real
pecple online, similar to dating apps. This includes pecple near you & around
the world. Users are grouped by age. However, adults have stitl been found
amengst children's profiles. Friends’ can be selected Based on their Location,
age, gender and interests. This plotform encouroges users to overshare their
personal information 10 connect with new people end make rew Triends'.

who want to follow the low but be cble to occess the dark wed.

ﬁ BeRecl is positive in that it encourages users to share their real ~selff, rather
'J than their Dest -self cnline. This supports users with their body image and self-
BeReal esteemn. However, it is important (o recognise that this app eNcourages users to

share lots of persondl information. Therefore disouss the risks of oversharing
online. It is important to discuss “friends®, including Friends of friends” when
children and young pecple are considering who to odd to their friend's Lists.

Kik is @ enomymous messoging app. It Lets you Creats your own username and
massoge others without using your mobile sumber. Users can chaose to Uve
stream, chat one-to-one of In group chats. As well as send photas and videos
0 other users. The ‘Meet New Pecple’ fecture Lets you start @ conversation with
rendom users. You will also see in-app ods promoting enline dating. We
recommend you keep children as for away from this cpp as possible.

Twitch is Uive video game website. You can watch playbacks of games being
played by other pecple. You can also Uve stream your own games, watch
Esports and chat to other gamers. Young pecple using Twitch may be exposed
to language or behaviow that parents may deem inappropricte. Many of the
gamas watched have viclent content, and anything Uve is always risky. Gamer
chat means users can chat 1o other gamers Uve.

Discord is @ voice and text chat app designed for gamars but used by many
comenunities. It supports cress-platform communication via direct messoges
{DMs) and servers. While Discord enforces community guidelines and content
filters, risks remain, including grooming, hate speech, harassment, exploitative
contant, daxxing, and extremist material. Users, especially in unmoderated
Servers, may encounter explickt or inappropriote content.

ReddR is @ community-based platform where users submit posts on a wide
array of topics, festering discussions through comments. While much of Reddit's
content is suitable for all ages, there exists a significant amount of explict and

potentiolly inappropricte material. In recent times, Reddit has faced scruting
over its association with extremist content, such as incel culture, and verious
forms of eploitation

Eluesky is the latest micro-blogging sodal media plotform to get a real buxz it

has functionally similer to X, Blussky cperates as o decantralised social media

platform which gives inconsistent or minimal moderation, increasing the chance

of harmfid or offersive content remaining visible. Without strict controls, users

may come acrass violent, graphic, or eplicit material. Strangers cam reach out
and initicte messoging.

ChatGPT s en Al language model thet engoges in conversations and provides
human-Uke text responses. While there s no spedfic 0ge requiremant to use it,
parental guidance is recommmended, especially for children occessing online
platforma. ChatGPT can assist with answering questions, explaining concepts,
and foclitating learming, but users should treat s responses with coution due
to the potential for inaccuradies or incomplets infarmation.

~ Take time to check it out for yourself. Always promote yourself as a source of -
support, and someone to talk to if a child or young person has any concerns.

Keep up to date by visiting www.kidsonlineworld.com *




